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1. 1. Cucmemmnvie mpebosanus

! Pentium Hluau svriue

! 1M6 ceobo0no20 npocmparcmea Ha nepeHOCHOM JUcKe

! Hoooepacusaemvie OC: Windows98 Secondedition, WindowsMe", Windows
2000" WindowsXP', Windows2003" WindowsVista, Windows7 (0x3 zanycka
Lockngoia Windows200, XP, Windows2003 WindowsVistau Windows?
Heob6X00UMO uMemsb NPasa AOMUHUCIMPAMOPA)

! Iooodepaicusaemvie gpavinosvie cucmemor. FAT, FAT32 NTFS

! Hoooepacusaemvie nocumenu: Flashmemorydrivesu snewnue scecmrue oucku

! Baxcno: Jna pabomsr Lockngoieo6xooumo naruuue npae aomunucmpamopa

2. Hcnoavzosanue Lockngo

2.1. Humepdgeiic nonvzosamensn Lockngo

OxHo 6600a napois 3azono6ok npoepammol — ucnonv3ylme
€20 0.1 nepemeujenus OKHA no IKPAHY

Keyhesis Lockngo Profe 13 Bepcua 4.0
Hnouxamop
Kauecmea
ﬂo,n,lBep»meHue napoia

Kayecteo napons: I 1 —

Ckpbme napons ™4 Crpoimp
BricTpan 6nokUpoBka aposv 60

spemst e2o
6600a
& flees
Pucynox 1: Uumepgetic nonv3zosayens
Knonxa 3anycka Kuonka
npoyecca ommenvl
b610KUpOBKU 610KUpPOBKU U
3aKpbIMUs
npozpammol
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"Hapons" - 013 610KUPOGKU GHEUIHE20 OUCKA
HeobxX00UMo 8gecmu 1 NOOMEepoOUms napoib
(monvko 6 nonnotu eepcuu). Munumanvhas
ONUHHA NAPOJISL — 00UH CUMBOL. Yem Onunnee u
C0JICHee Naposib, meMm HadedcHee 3auumad.

Pexomenoayus: Mot pekomenoyem Password: Confirm Password:
UCNONBL308ATNb NAPOL, COOEPICAWULL He MeHee I '

8 cumeonos exniouaiowuil nponucHvle U
3aznaenvie 6yKevl, YuPpol U CneyudaibHble
cumeonvl, maxue xax. ~!|@#$%NN&*

Password Quality:

Baxcno: Ipozpamma ne umeem m.u. Greprozo
x00aQ komopuiii nozeonsem pazbroxuposams
ouck 6e3 3nanus napoas. Ecau napons ymepsn,
Mo HU Mbl, HU KO Opy20oll He cnocoben
80CCMAHOBUMb OAHHbIE C 3A0LOKUPOBAHHO20
oucka

Pucynok 2: B6oo napons

" Kauecmeo naponn" - epaguyecxuii
UHOUKATOP Ka4ecmea 88e0eHH020 Napos.

|SeCreT!$ |SeCreT!$

" Ckpvimb napons" - cnamue vloenenus Password Quality; ==
omobpasicaem 6800UMbLI NAPOTb

Pucynoxk 4. Ckpuime / nokazame
napoub

2.2.bnoxkupoeka enewnezo oucka

/s 610KUpOBKU 8HEUIHe20 OUCKA He0OX00UMO 88ecmil, NOOMEepOUms Napoib u
nHaxcumams knonxy 'OK',
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2.3.Pasonokuposxa oucka

THooknouume 3a010KUPOBAHHBIN OUCK K KOMNbIOMEDPY U 3ANYCMUmMe C He2o

Lockngaexe Beedume naponv, komopulii 661 UCHOAb308aH OIS €20 OLOKUPOSKU U
nasxcmume 'OK',

Pucynox 7: Jxpan pazbroxuposxu
2.4. Busyanvnoe omobpascenue npoyecca 010KUposKu

Bo epemsa broxuposku ducka ocnognoe okHo npozpammul Oydem 3axpvimo. Takice
6yoym 3axpweimul 6ce okna obospesamens Windowsc codepoicumbim 610KUpyemo2o
oucka. [lo okonuanus npoyecca OI0KUPOBKYU HA IKpane Oydem ocmagamuvcs OKHO
GrokuposkaE.Imo okHno omobpaxicaemcs nogepx oCmanbHbIX OKOH U
agmomamuyecku uciezaem no OKOH4aHUY npoyeccad.

j bnokuposka...
!

Pucynox 8: Oxno npoyecca 6aoxuposxu

2.5.Hanomunanue o 610Kuposxe

Ecau nocne nooxniouenus 3a010Kupo8anHo2o OUCKa K KOMIblomepy oH Obli
Ppasbrokuposan u omcoeouren 6e3 nO8MOPHOU e20 OIOKUPOBKU, MO NOABUMCSL
coobuenue ¢ npeodnodxicerHuem noOKIOUUMs OUCK 0Opamuo u 3a610KUPoBams e2o.
Ecau ouck 6vi1 omrxniouen ne3ab10KUPOBAHHBIM NO ouinOKe, Mo 011 e20 6J10KUPOBKU
00CMAMOYHO NOOKIIOYUNDb €20 00PAMHO K KOMHbIOMEPY U NPO2PAMMA €20
asmomamuyecku 3abnoxupyem. Ecau Bvl ne ocenaeme 61oxkuposamsv ouck, mo Boi
moouceme naoscamo "OK" 05 3axpvimus OKHA ulu dHce OHO OyOem 3aKPbLmO
asmomamuyecku yepes 25 ceKyHo.

2.6. Busyanvnoe omoopasicenue npoyecca pazonokuposKu
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Bo epemsa pazbnoxuposku oucka ocnogHoe okno npozpammuvl Oydem 3axpuimo. Takaice
6yoym zakpuimoel 6ce okna obospesamens Windowsce codepacumovim ducka. o
OKOHYaHUS npoyecca pa3bioKUPOBKU HA dIKpaHe bydem ocmasamvpcsi OKHO
CPasbroxuposkaE.Omo oxkno omobpasicaemcs nogepx ocmanibHbIX OKOH U
agmomamuyecku uciezdaem no OKOH4aHUU Npoyeccad.

Ilocne ycnewnou pazdnokuposku OUCKa agmomMamuiecku OmKpul8aemcs OKHO
obospesamens Windowsos smozo oucka, omobpasicas e2o cooepaicumoe.

3. Pacwupennsie sozmoxncnocmu Lockngo Professional

3.1. Hcknrwouenue cneyuanvHolx haiinos uz npoyecca 6J10KUPOBKU

LockngdProfessionatoszsonsem uckniouums nexomopuie atinsl us npoyecca
onrokupogku. dmu gaiivl ocmaiomcsa UOUMBIMU HA 3a010KUPOBAHHOM OUCKeE.
Bosmooicno cozdanue neckonvkux Qaiinos 8 KOpHEGOM OUPEKMOPUU NEPEHOCHO20
oucka codepacawux 0anHvle o e2o eiradeivye. B ciyuae ymepu oucka sma
ungopmayus modcem ObIMb UCNONBI0BAHA O €20 8038PAMA BILAVEIbYY.

Mns ucknrouenus gaiinos uz npoyecca 610KUpoOSKU Heo0OX00UMO:

! Cozoams ¢atin ¢ nepconanonvimu oannvimu éaradervya (nanpumep, aopec,
menegon u m.o.). @aiin mosxcem Goims 1106020 MURA: MEKCMOBOL,
epaguyeckul, u m.0. MakxcumanvHwlll CyMmMapHslil pazmep maxkux ¢aiinos me
oonocer npesviuiamv150K6.

! Uwms ¢aiina oonsicno 6uime 'OWNEr*' u moscem umems nioboe pacuwupenue (8
3asucumocmu om muna gana). Boi mosxceme ucnonv3ogams Kax nponucHule,
max u 3aenagHvle 6ykevi(owner.txt, owner.rtf, u m.o.)

! @aiinet 0on01CcHbl HAXOO0UMbBCA 8 KOpHE NEPEeHOCH020 OUCKA.

3.2. AémomamuyecKuil 3anycK npozpamm nocie pazéioKupoeKu OucKka

s asmomamuueckozo 3anycka Kakou-1oo npocpammol He0OX00UuMo co30ams gaiin
"autorunl&g' ¢ koprnesom xamanoze nepenocrozo oucka.
Ilpumeuanue: smom aiin 6yoem ckpvlm Ha 3a010KUPOBAHHOM OUCKE.

Daiin codepaicum ciedyroujue napamempol.

Ilapamemp Obazamenen Onucanue
open Umsa gaiina npoepammsl, komopyio ciedyem
3anyckame.

Ilpoepamma 0oadxcHa HaxoO0umMsvCs HA
oroKuUpyemom oucke a1ubo bvims 0oCmynua 8
cmandapmuom nymu noucka Windows.

Byxey oucka ykasvigamo ne ciedyem. Ecau
npocpamMma Haxoo0umcs He 8 KOpHe8oM
Kamanoze, Mo yKazvl8aemcs OMHOCUMeNbHbLI
nymo (cm. npumepst). Eciu npoepamma
00IHCHA 3ANYCKAMbCA C NAPAMEMPAMU, MO
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OHU yKa3ssvlearomcs nocjie umMenu (C.M.

npumepul).

window Peoicum 3anycrka npoepammor.
normal@o ymonruanuio), minimize, maximize
hide

close Onpedensem 00axcHA AU ObLMb 3aKPbIMA

OaHHas npoepamma nepeo OIOKUPOBKOU
oucka (6 cnyuae ecau ona 3anywena). Eciu
npoepamma He 3axkpvieaemcs (Hanpumep, 8
02ICUOAHUU NOOMBEPIAHCOEHUSL OM
nonb308ameis Ha COXpaHeHue OAHHbIX), Mo
Lockngoionsimaemes ee saxpvims 10pas ¢
UHMEPBALOM 8 OOHY CEKYHOY U 3amem
3a010KUpye OUCK 8HE 3A8UCUMOCIU OM MO20
3aKpbIIACH NPOSPAMMA UAU HEM.
Bo3moosicnole 3nauenusn: yes no(no
YMONUAHUIO)

explorer Ilozeonsem ommenums OmKpvimue OKHA
Obospesamens Windows 01 0annoz2o oucka
nocie npoyeccog 610KUpOSKU U
pazonoKuposKu
Bo3moosicnole 3Hauenus: N0, yes(no
YMONUAHUIO)

Ilpumeuanus:
1. Kaoicowii napamemp 0ondicen 6vimob Ha OMOENbHOU CIMPOKeE.
2. Ha3seaHnus napamempog 0019icHbl ObiMb 88€0eHbl NPONUCHBIMU OYKBAMU
3. HUmena napamempos omoensomcs om snadyenuti cumeosom ="
4. Cmpoku ne 00ad#CHbI cOOeprcams npodenos

Ilpumepor.

ITpumep 1D Omrpoimue notepadc yxazanuem konkpemnozo gaiina 01
peoakmuposanun . OH 00712iceH OMKPLIMbCA 8 MAKCUMUSUPOBAHHOMOKHE U 001)HCEH
Obitmb 3aKpbim nepeo JA0KUPOGKOIl OUCKA.

open=notepad.exe\@/INDOWS nsw.log

window=maximize
close=yes

ITpumep 2 BOmkpovimue Firefox. @aiin naxooumcs na 6a0Kupyemom oucke 6 kKamanoze
X:\firefox (X Déyxea oucka).

open=firefoxfirefox.exe

$%tt.7
www.keynesis.ru



N ""'ﬂlﬁi

I"# .17-03.10

3.3. Ynpasnenue uepez komanouyio cmpoxy

3.3.1.

3.3.2.

Obwan ungpopmayusn

anaeﬂeHue U3 KOMAHOHOU CMpOKU paciiupsem 603MOHCHOCMU NPOcPAMMbL NO ee
asmomamuieckKkomy 3anyCcKy u no3eojisaem yCmahnoeumb HEKOmMopbvle napamempbol
Lockngo

Komanonaa cmpoka

Hna pabomvl ¢ KOMAHOHOU CIMPOKOU MONICHO BOCHONB308AMBCA OOHUM U3
Ccedyuux Memooos:.

3anyck pabomwt ¢ komanduoii cmpoxoii 6 Windows9x: 13 @mapmOuenio
sabepeme 'BvinoanumsE". B oxue 'Omxpoims' 66edume ‘command (6e3 kasviuex)
u nascmume OK.

3anyck pabomol ¢ komandunoii cmpoxoii 6 Windows2000XP/Vista: 43 AmapmO
meHnio gvibepeme 'BuinoanumsE". B okne 'Omxpuims' ssedume 'cmd (6es
kaeviuex) u naxcmume OK,

Baoicno:
Hosxcanyiicma, coeraiime konuto ¢aitna lockngoexenepeo moouguxayuei
napamempos

e C:\WINDOWS\system32\cmd.exe ‘ -

J:\>lockngo.exe —s —dap —level:2 —p:SeCrEt#?_

Pucynok 9: Komanonas cmpoka

3.3.3. 3anyck Lockngous komanonoi cmpoku
3anyck Lockngauz komanonou cmpoku no3eosem 3anyckams npocpammy
asmoMamuyecky ¢ yKasaHuem Heooxooumslix napamempos.

$%#.8

www.keynesis.ru




I"# .17-03.10

3.3.3.1. Hocmynnvie napamempot
Ilapamemp Oébazamenvn Onucanue
ocmb
-p:<password> Iapony
3.3.3.2. Ilpumepul ucnonvszoeanun

Ipumep 1: 3abnoxuposams ouck 6e3 omobdpasicenuss OKHA 8600a NAPOJISl.
Lockngoexebp:1234

Pesyromam: Lockngaabroxupyem ouck ¢ naporem '1234'6e3 3anpoca xaxoii-
aubo ungopmayuu om nonvzosamens. Bo epems 61okuposku 6yoem
omobpadicamspcsi OKHO npoyecca OJOKUPOSKU.

Ilpumep 2: Pazbnoxuposamsv ouck 6e3 omoopas;icenuss OKHa 6600a NaApoJis.
Lockngoexebp:<naponv 6roxupoexu>

3.3.4. H3menenue u coxpanenue napamempos u3 KOMAHOHOI CMPOKU

Omo nossonsem ycmano8ums paziuitvle napamempst pabonuvl npo2pammbl.

$%#.9
www.keynesis.ru
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3.3.4.1. Bo3moocnovre napamempul
Ilapamemp Oébazamenvn Onucanue
ocmb

-S Ykazvigaem na mo, umo smo onepayus
U3MeHeHUsl NApamMempos, a He DJIOKUPOBKU
oucka

-dap Yemanasnusaem pescum onoxuposxu 6e3

sanpoca napoas. [laponv 6600umcst moavko
0115 pazonoKUposKuU.

-per Vkaszviéaem na mo, umo ycmanagnusaemole
napamempul 00JHCHbL ObIMb COXPAHEHBI Oe3
603MOICHOCMU UX NOCAEOVIOUe20 USMEHEHUS.
Ha npumep, aomunucmpamop modxcem
3a0amv napoib 0151 OUCKA nob3ogamens 6e3
603MOdCHOCMU e20 usmenenus. Ilocne
npuMeHenUss napamempa 6ce nociedyoujue
3anpocul HA UMeHeHue napamempos 0yoym
ueHopupogsamucs. lpu npumenenuu 5mozo
napamempa napamempBdap
VCMAHABIUBACHICS ABMOMATNUYECKU.

Bascno:

THooscanyiicma, coenaiime xonuio ¢atina
lockngoexenepeo moougpurayuet
napamempos

-reset Bocecmanosgnenue napamempog no
ymonuanuto (He cpabomaem eciu
ucnoavsosaicsa napamemp '‘Bper)

-p:<password> Iaponw

3.3.4.2. Ilpumepwvt ucnonv3oeanusn

Hpumep 1. [Ipu 3anycke He 3anpauiugams napois.
Lockngoexebsbdapp:1234

Pesyiomam: npu nocredyowux 3anyckax npoepammol (080UHOU wjer4oK Ha
Gaiine) ouck 6ydem sabrokuposan ¢ naponem '1234'6es3 sanpoca kaxoii-1ub6o
ungopmayuu om noavszosamens. Bo epems dnoxuposxu 6yoem omobpasicamocs
OKHO npoyecca 610KUPOBKU.

Ipumep 2: IIpu 3anycke ne 3anpawiueams napoid. 3anpemums nocieoyioujee
usmenenue napos.

Lockngoexebsbpertp:1234

$%#.10
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Pesyiomam: npu nocredyowux 3anyckax npoepammol (080UHOU wjer4oK Ha
Gaiine) ouck 6ydem s3abrokuposan ¢ naponem '1234' 6es sanpoca kaxoi-1ub6o
ungopmayuu om noavszosamens. Bo epems dnoxuposxu 6yoem omobpasicamocs
OKHO npoyecca 6A10KUpPo6KU. M3meHums napoisb He 803MONCHO.

Ipumep 3. Boccmanosnenue napamempos no yMoadaHuio.
Lockngoexebsbreset
Pesyrvmam: Boszspam Lockngo k napamempam no ymoauanuio.

* [lpumeuanue: xomanoa ne cpabomaem, eciu 00 9M020 UCNOLb308AICS
napamemp '—per

4. QOcoobvie 3ameuanusn

Pezepenaa xonusa 0annplx

Coszoanue peszepgHoll KONUU 8aXCHOU UHDOpMAYUL NOJe3HO 8ce20d. XpaHenue
UHpoOpMayuy 8 HeCKOIbKUX HAOEICHLIX MeCmax eapanmupyem, 4mo oanHvie He 0y0ym
ymepAHbl 8 cyiae nomepu HOCUmens UHQPopMayuu, e2o Ho8pescoOeHUs, Cay4atino2o
ux yoanenus u m.n.Lockngmuens nadesxcna, no npoyeccol 610KUpPoOSKU U
PasbroKuposKy OUCKA ABAAIOMCA KPUMUYeCKUMU U He Mo2ym 6vimb npepsanvl. Ecau
JHce MO NPOU3OWNO0, MO NPOSPAMMA HOMpebyem 60CCMAHO8UMb COeOUNeHUe C
OOKUPYeMbIM OUCKOM (eCliu OHO DbLIO NPEepP8aHno) U coenaem 6ce 803MONCHOe O
80368palyenuss OUCKA 8 HAYAIbHOE COCMOANUE 80 U3bexcanue nomepu OaAHHbLX.
Heobxo00umo uszbecamos no0obuvix cumyayuti u sHceiamenbHo UmMems ApXuHyo KONuio
8adCHOU UHpOpMayuu ¢ Oucka.

Credyem umems 6 udy, umo npoyecc OJOKUPOBKU 3aHUMAe HeCKOAbKO CeKYHO U
NnO3MOMY He cocmasiasem mpyoa 00HcOamvbCs e2o 3a8epuienus, npexcoe yem
nPOU3800UNb NOMEHYUATLHO ONACHBLE OeliCMBUsl, KOMOpble MO2Yy NOBeYb 3A8UCAHUe,
BHIKTIOUEHUE, Nepe3azpy3Ky KOMNbIOmMepa Uil OMKIoUeHue O10KUpyemo20 OUcKd.

Pesepenas konusa Lockngo

JKenamenvno coxpansmo pesepenyio konuto Lockngoia cryuaii ee
HenpeoHamepeHHo20 YOaieHus ¢ oucka aubo ee nogpescoenus. IlIpu neodbxooumocmu,
noanas eepcus Lockngo mooicem Ovims 3anpouiena nosmopHo Ha caiime KOMIAHUU.

Heuncmannuposanue opyzux npozpamm 6e30nacHOCHU ¢ REPEHOCHO20 OUCKA
Cosmecmuoe ucnonvzosanue Lockngau opyeux npoepamm 6ezonacnocmu na

nepeHoCHOM OUCKe He PeKOMeHO0B8AHO U MOJNCem Npugecmu K Henpeocka3yembim
pe3yremaman.
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Hokymenm modcem Ovimsv usmenen 6e3 npedgapumenshoo uzeeujenus. Keynesise necem
0mMBemcmeeHHOCMU 3a 803MOJCHbIE OUUOKU, coOepicauuecs 8 OOKyMeHme.
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